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Artificial Intelligence Policy 

1. Purpose.  The purpose of this Artificial Intelligence Policy (this “Policy”) is to establish 
expectations and guidelines for the appropriate use of artificial intelligence (“AI”) in the workplace 
at Toyo Tire Holdings of Americas Inc. and its subsidiaries (collectively, the “Company”).   

2. Scope. This Policy applies to all employees who interact with, develop, implement., or use AI 
Tools (as defined below), or output of AI Tools within the Company (collectively, “AI Users”). If 
you are unsure whether a software tool, app, or website employs AI technology and falls within 
the scope of this Policy, please contact the IT Department.  

3. Definitions.  

a. “AI Tools” refers to any app, software, or system that utilizes artificial intelligence (including 
GAI and AAI, each as defined below), machine learning, or other advanced algorithms to 
perform tasks, analyze data, or make (or assist in making) decisions.  AI Tools may use GAI, 
AAI, or both.   

b. “AAI” refers to Algorithmic AI that use predefined sets of rules and instructions (algorithms) to 
analyze data, make decisions, and perform tasks. Algorithmic AI follows fixed programmed 
procedures to accomplish specific goals.  These algorithms can range from simple to highly 
complex.  A subset of AAI uses machine learning where the system improves performance 
by identifying patterns and making predictions from data without being explicitly programmed 
for every scenario. 

c. “GAI” refers to Generative AI systems capable of creating new content, such as text, images, 
audio, or video, that closely resembles human-generated output. These systems use machine 
learning algorithms, typically based on large neural networks, to analyze vast amounts of 
existing data and generate novel, contextually appropriate content.  Generative AI models can 
produce a wide range of creative and practical outputs, from writing articles and music to 
designing products and generating computer code. 

4. General Principles.  

a. Use. This Policy applies when AI Users use AI Tools or output to perform or assist in the 
performance of any work-related activities without regard to where it is being used or whose 
equipment, systems, or other electronics it is being used on.  AI Users must treat information 
provided/uploaded to an AI Tool as if it were to go viral on the internet and attributable to the 
AI User or the Company, regardless of the settings selected within the AI Tool or assurances 
made by its creators. 

b. Legal Compliance and Ethical Use. AI Users must comply with all relevant laws and 
regulations, including intellectual property, privacy, data protection, and anti-discrimination 
laws.  

c. Other Company Policies.  In addition to this Policy, AI Users must comply with all other 
Company policies, including without limitation, conduct, confidentiality, ethics, computer use, 
electronic communication, equal employment opportunity, privacy, and anti-discrimination 
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and harassment policies. All Company policies can be found in the Company manual located 
at the Company’s intranet site.  

d. Limitations: AI Tools may produce erroneous and/or nonsensical output and may reflect 
biased or incomplete data sets on which they were trained. As such, all output generated by 
AI Tools must be reviewed and verified by the AI User or other person to ensure that it is 
accurate, appropriate, not biased, not a violation of any third party’s intellectual property right, 
and otherwise compliant with this Policy. AI Tools should not be used blindly without active 
human participation 

5. Restrictions on Use. The Company permits the use of AI Tools, subject to the following 
restrictions:  

a. Use only AI Tools procured/purchased by the Company. Do not use any publicly available 
versions of AI Tools. 

b. Do not use AI Tools to make or assist in making employment decisions about applicants or 
employees, including, but not limited to, recruitment, hiring, retention, promotions, transfers, 
performance monitoring, discipline, demotion, or terminations.  

c. Do not upload or input to an AI Tool any of the following (collectively, “Prohibited 
Information”):   

i. passwords and other credentials,  
ii. account numbers,  
iii. health information,  
iv. information from documents marked privileged, confidential, sensitive, or proprietary,  
v. personal information (e.g., names, addresses, phone numbers, identification numbers, 

etc.), and 
vi. Such other Company information as the Company may identify from time-to-time.  

d. Do not represent work generated by an AI Tool as being your own original work or work of the 
Company. 

e. Do not integrate any AI Tool with internal Company software without first receiving specific 
written permission from your supervisor and the IT department. 

f. AI Tools that record, transcribe, and/or summarize meetings/verbal conversations should only 
be used when such recording, transcription or summary is necessary/important for business 
needs. Such functions should be used sparingly. Recordings and transcripts shall be retained 
only for a period of 5 business days after creation in accordance with the Records Retention 
and Destruction Schedule (Company Manual, Section 7-6).        

g. Ensure that vendors, licensors, and other third parties engaged by the Company that utilize 
AI Tools in the performance of work or services for the Company, comply with this Policy, as 
applicable. 

h. Such other restrictions set forth in this Policy (Sections 4, 6, and 7) and as may be determined 
from time-to-time by the Company. 
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6. Confidentiality, Privacy and Data Protection.  

a. AI Tools can collect, store, and use inputted information, and disclose this information to third 
parties without the Company’s knowledge or control.  This creates a risk of the disclosure of 
trade secrets, confidential information and data, personal information, etc. and could result in 
a violation of U.S. and/or international law. 

b. AI Users must prevent the unauthorized access, disclosure, or destruction of data and adhere 
to applicable privacy and data protection laws. They must also ensure that sensitive 
information used in AI Tools is handled with the utmost care.  

c. AI Users are prohibited from inputting into an AI Tool, except as provided for in Section 7 
below, trade secrets, confidential, or proprietary business information belonging to the 
Company or any party, or from inputting such material that infringes upon the intellectual 
property of any third party. 

d. AI Users using information that is licensed to the Company from a third-party must review the 
license agreement to ensure that there are no restrictions on inputting the licensed information 
into an AI Tool and/or using the resulting output.  AI User should contact the RM Dept. if they 
have any questions.  

e. The publication or distribution of the output of an AI Tool could result in the violation of the 
intellectual property rights of third parties.  Prior to publishing or distributing content generated 
by AI Tools (in whole or in part), AI Users must: 

i. Receive written approval from their manager; and 
ii. Make known, through a disclaimer or otherwise, that the content has been generated by 

AI. 

7. Analysis and Processing of Company Information:  AI Tools may be used to analyze and/or 
process Company data and information (“Company Information”), subject to the following: 

a. Access to the output of the AI Tool is limited to Company personnel and others authorized by 
the AI User on a need-to-know basis. 

b. The AI Tool does not share Company Information with any other person, other than the AI 
User and persons designated by the AI User.  

c. The AI Tool does not utilize/process the Company Information for any other purpose other 
than as directed by the AI User who uploaded the Company Information.     

d. Adjustment to the AI Tool’s privacy settings may be necessary to configure the AI Tool to 
conform with the requirements of this Section 7.  If AI User is unsure about the AI Tool’s 
privacy settings and/or how to configure it, contact the IT Dept. 
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e. Notwithstanding the provisions of this Section 7, the uploading of Prohibited Information to an 
AI Tool is strictly prohibited.        

8. Reporting Procedures.  

a. AI Users shall immediately contact their manager if they become aware of: 

i. An actual or possible violation of this Policy. 
ii. A breach of data privacy or security. 
iii. AI system failure. 
iv. A circumstance where an AI Tool is generating output which is: (i) offensive, (ii) 

harassing, (iii) discriminatory, (iv) which causes an employee to have other concern(s), 
or (v) which violates any Company Policy. 

b. Reports made under this Section will be investigated, and AI Users must cooperate with any 
such investigation and implantation of corrective actions. 

c. The Company may, in its sole discretion, suspend an AI User and/or the use of an AI Tool 
during an investigation. 

9. Violations. Violations of this Policy may result in disciplinary action, up to and including 
termination of employment.  Nothing herein shall modify the at-will nature of an employee’s 
employment with the Company.  

10. Amendment. This Policy may be amended from time to time at the sole discretion of the 
Company. 
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